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Linear Cryptanalysis is one of the most important techniques in the cryptanalysis of
symmetric ciphers. It was introduced in 1993 as an attack to DES(Digital Encryption
Standard) by Matsui, though some similar ideas were known earlier as well. He showed
that 16-round DES is breakable with probability 0.85 by 243 trials, given 243 plain-texts
and their encryptions. To compare the brute force takes at most 256 trials given only one
encryption. Though the amount of necessary encryptions is unrealistic in case of DES,
Matsui’s work made a profound effect in the field. His Eurocrypt’93 paper got more than
2120 citations according to Google Scholar.

So Linear Cryptanalysis is a known plain-text attack and it exploits that certain linear
combinations, called approximations, modulo 2 of the plaint-text, cipher-text and key
bits are zeros with some a priori computed probability. Two attacks Algorithm 1 and
Algorithm 2 were suggested in [11]. Algorithm 1 uses n-round approximations to attack
n-round cipher, while Algorithm 2 uses n − 1 or n − 2-round approximations. The latter
requires a lower amount of plain-text/cipher-text pairs and is more efficient.

Linear cryptanalysis was extended in different ways by several authors. During the
course the topic of linear cryptanalysis will be studied in detail. There should be a number
of initial lectures followed by a research seminar, where the student will be asked to report
at least one scientific paper to get 10 study points.
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